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ABSTRACT
Objectives Use previously secret tobacco industry
documents to assess tobacco companies’ routine claims
of trade secret protection for information on cigarette
ingredients, additives and construction made to
regulatory agencies, as well as the companies’ refusal to
publicly disclose this information.
Methods We analysed previously secret tobacco
industry documents available at (http://legacy.library.ucsf.
edu) to identify 100 examples of seven major tobacco
companies’ reverse engineering of their competitors’
brands between 1937 and 2001.
Results These reverse engineering reports contain
detailed data for 142 different measurements for at least
two companies, including physical parameters of the
cigarettes, tobacco types, humectants, additives,
flavourings, and smoke constituents of competitors’
cigarettes. These 100 documents were distributed to
564 employees, including top managers in domestic and
foreign offices across multiple departments, including
executive leadership, research and design, product
development, marketing and legal. These documents
reported new competitors’ products, measured ingredient
changes over time, and informed companies’ decisions
regarding ingredients in their own products.
Conclusions Because cigarette companies routinely
analyse their competitors’ cigarettes in great detail, this
information is neither secret nor commercially valuable
and, thus, does not meet the legal definition of a ‘trade
secret.’ This information is only being kept ‘secret’ from
the people consuming cigarettes and the scientific
community. Public agencies should release this detailed
information because it would provide valuable
information about how ingredients affect addictiveness
and toxicity, and would help the public health
community and consumers better understand the impact
of cigarette design on human health.

INTRODUCTION
The ingredients and additives in tobacco products
have important health implications. The type of
tobacco affects carbon monoxide1 (CO) and tobacco-
specific nitrosamines2 in smoke. Aceteldehyde,
derived from burning sugars, enhances nicotine’s
addictive effect,3 and is carcinogenic.4 Additives
including menthol, ammonia, propylene glycol,
cocoa and licorice may modify nicotine’s impact, cig-
arette toxicity, and make smoke seem less harsh and
more pleasant.5 6

The USA,7 177 parties to the WHO Framework
Convention on Tobacco Control8 9 (FCTC) and 28

European Union member states10 have committed
to requiring tobacco manufacturers to disclose
information about their products. Cigarette com-
panies have refused to disclose by-brand ingredient
information to the public or public agencies.11

Since 2009, the US Food and Drug Administration
(FDA) can require tobacco companies to submit
ingredient information when applying for approval
of new products or when claiming that one is ‘sub-
stantially equivalent’ to an existing product.7 In
2013, when asked to provide documentation sup-
porting its authorisation for the marketing of two
new Lorillard cigarettes on the grounds that they
were ‘substantially equivalent’ to existing pro-
ducts,12 FDA responded with 197 pages of heavily
redacted documents13 that withheld cigarettes’
physical parameters, ingredients and smoke consti-
tuents on the grounds that they were trade
secrets.13 14

Far from being secret from the cigarette compan-
ies’ competitors, tobacco industry documents reveal
that all the major companies have detailed by-brand
information about ingredients in competitors’
cigarettes because they frequently and routinely
reverse engineer each others’ cigarettes. This fact
raises questions about the companies’ claims that
information about their cigarettes’ ingredients are
entitled to trade secret protection because this
information is widely known throughout the indus-
try and, therefore, is neither secret nor commer-
cially valuable (another criteria for being a trade
secret). FDA and similar bodies elsewhere should
make this information available to the public and
the scientific community.

METHODS
We searched the UCSF Legacy Tobacco Documents
Library (LTDL: http://legacy.library.ucsf.edu) reverse
engineering using standard snowball techniques
beginning with ‘competitor brand analysis,’ ‘reverse
engineering,’ and ‘competitor ingredients,’ fol-
lowed by competitors’ brand names within individ-
ual company collections. Additional relevant
documents were found by examining adjacent
documents (Bates numbers) and searching indivi-
duals involved in reverse engineering studies. After
identifying 100 reverse engineering reports (see
online supplementary excel file E-1) and 61 letters
discussing reverse engineering projects (see online
supplementary excel file E-2), we stopped collecting
documents.
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RESULTS
The examples of reverse engineering and associated correspond-
ence came from American Tobacco, British American Tobacco
(BAT), Brown and Williamson (B&W), Liggett and Myers,
Lorillard, Philip Morris (PM), and RJ Reynolds (RJR) between
1937 and 2001. These reports were circulated to many high-
level employees in multiple departments within the companies;
564 people were authors or recipients (table 1).

These 100 reverse engineering studies include 142 measure-
ments of the cigarette, its constituents, or the smoke that were
measured by at least two companies (table 2 and see online sup-
plementary file E-1). The most common measurements (in at
least 20/100 reports) were: expanded tobacco, reconstituted
tobacco, glycerine, propylene glycol, CO, nitrates, nicotine,
phosphates, tar, ammonia, cocoa, licorice, menthol and sugars.
The companies used a variety of techniques to analyse competi-
tors’ products, including simple physical measurements (length
and circumference), cutting cigarettes open, separating tobacco
types under a microscope and weighing them,15 16 placing
tobacco in liquid nitrogen to determine the amount of puffed
tobacco,17 to advanced technologies, including X-ray fluores-
cence,18 infrared and mass spectrometry,19 gas chromatog-
raphy20 and thermogravimetric analysis.21

Frequency
The companies routinely reverse engineered competitors’ pro-
ducts and detected how they changed over time. For example,
American Tobacco tracked Lorillard’s blends quarterly,22 B&W
measured sugar and alkaloids in PM’s Marlboro King Size annu-
ally between 1976 and 1989, and urea beginning in 1986,23

RJR’s ‘Competitive Audit Program’ completed detailed analyses
of up to 20 competitors’ brands monthly, including a 1994
report that listed 20 analyses performed monthly, including
physical analysis, smoke menthol, amount of reconstituted
tobacco, and measurements for glycerine, sugars, reducing
sugars and nicotine.24

Reverse engineering new products
The companies analysed new products as competitors intro-
duced them.25–31 Two examples illustrate the depth of this
reverse engineering.

Eclipse
In 1996, RJR test marketed Eclipse, a product that delivered
nicotine by heating, rather than burning, tobacco that claimed
to produce nearly 90% less secondhand smoke.32 (A 2002 inde-
pendent analysis of Eclipse found that it was as or more toxic
than an ultralight cigarette.33) B&W measured three kinds of
reconstituted tobacco in Eclipse, and the percentages of phos-
phate, nitrate, chloride, glucose, and fructose.30 Lorillard’s

1997 Progress Report #7 on Eclipse Cigarettes Smoking Lab
Analysis and Determination of Phenols in Mainstream Smoke
concluded that Eclipse had lower levels of phenolic compounds
per milligram of dry particulate matter per cigarette than
B&W’s Carlton.34 (Phenolic compounds are cardiovascular
toxins.35) A second 1997 Lorillard report added data on propyl-
ene glycol, glycerol, menthol, formaldehyde, acetaldehyde, acro-
lein and propional in four Eclipse varieties.36

Winston Natural
In 1995, RJR introduced Winston Natural as a 100% additive-
free cigarette.37 PM reported 43 measurements of physical data
on the cigarette, filter components, type of tobacco used and
Federal Trade Commission measurements25 (nicotine, tar and
CO). B&W detected no humectants (propylene glycol or glycer-
ine) and concluded that the reconstituted tobacco was a ‘special
one’ because it had lower levels of sugar than the reconstituted
tobacco RJR used in Winston full flavour and light regulars. The
authors concluded that ‘Winston NA seems to truly be a
product with no additives.’28 Lorillard measured the amount of
humectants (propylene glycol, glycerine or triacetin) and
theombromine, and concluded there were ‘insignificant levels of
additives.’26

Case studies
These six case studies describing work by five tobacco compan-
ies provide a more detailed picture of the depth of the data the
companies’ developed through reverse engineering competitors’
products. Case Study 1, a 1970 American Tobacco report,38

exemplifies a very detailed analysis that includes 189 measure-
ments of each brand, and that the information was provided to
high-level executives. Case Study 2, a 1975 Liggett report on
competitors’ brands and subsequent research,39 40 shows how
reverse engineering a competitor’s products led to changes in
the company’s own products. Case Study 3, a 1992 B&W
report,41 shows the international scope of reverse engineering.
Case Study 4, a 1986 B&W report,42 provides another example
of how data obtained from reverse engineering products led to
suggested changes in a company’s own products. Case study 5,
a 2001 PM report,31 demonstrates the depth analysis of compe-
titors’ new products. Case Study 6, a 1991 RJR report,43 illus-
trates the breadth of reverse engineering competitor’s products
domestically, with monthly analysis of cigarettes collected in
four cities to determine consistency of ingredients and physical
parameters.

Case Study 1: 1970 American Tobacco’s report on multiple
competitor brands
American Tobacco’s Managing Director of Research and
Development and Manager of the New Products Division (part

Table 1 Tobacco company employees that authored or received reverse engineering reports

Department American Tobacco Brown & Williamson and BAT* Liggett & Myers Lorillard RJ Reynolds Philip Morris

Top management† x x x x X x
Research and design x x x x X x
Product development x x x X x
Sales, marketing, or business x x x x X x
Legal x x X x
international†‡ x x X x

*Four British American Tobacco (BAT) reverse engineering documents are included with the Brown & Williamson documents; Brown & Williamson was BAT’s US subsidiary at the time.
†President, CEO, or vice-president.
‡Report was received by an employee in a foreign subsidiary or office.
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Table 2 Summary of 100 reports reverse engineering competitors’ products*

Measurements American Tobacco B&W and BAT Liggett Lorillard RJ Reynolds PM
Number of reports 7 28 5 9 32 19
Dates (1937–1983) (1969–1997) (1974–1991) (1975–1998) (1962–1997) (1965–2001)

Physical parameters of cigarette
Ash % x x x x
Average weight or cigarette weight x x x x x x
Burning rate x x x x x
Butt length x x
Cigarette length x x x x x x
Circumference x x x x x x
Citrate x x x x x
Dry particulate matter x x x x
Dry tobacco burned x x
Filling capacity\ratio\power x x x
Filter efficiency x x x
Filter length x x x x x x
Filter type x x x x x x
Filter ventilation x x x
Filter weight x x x x x
Firmness x x x x x
Loose ends x x
Moisture x x x x
Moisture equilibrium x x
Oven volatiles % x x
Paper porosity x x x x x x
Paper type x x x

Permeability x x
Pressure drop filter x x x x
Pressure drop of cigarette x x x x x
Pressure drop tobacco column x x
Puffs x x x x x x
Sieve analysis x x
Strand width x x
TEGD x x
Tipping length x x x x x x
Tipping paper type x x x
Tobacco density x x x x x
Tobacco rod length x x x
Tobacco rod weight x x x x x x
Total particulate matter x x x
Triacetin x x x x
Type of perforations x x
Ventilation % x x x x x x
Wet particulate matter x x x
Width of cut x x x

Smoke constituents
Acetaldehyde x x x x x
Acetone x x x
Acrolein x x x x x
Aldehydes x x x
Ammonia in smoke x x x
Benzene x x
Carbon monoxide x x x x x x
Ethane x x
Formaldehyde x x x x
Furan x x x
Hydrogen cyanide x x x x x
Isoprene x x x x
Menthol in smoke x x x x

Methane x x

Continued
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Table 2 Continued

Measurements American Tobacco B&W and BAT Liggett Lorillard RJ Reynolds PM
Number of reports 7 28 5 9 32 19
Dates (1937–1983) (1969–1997) (1974–1991) (1975–1998) (1962–1997) (1965–2001)

Methanol x x x
Methyl acetate x x
Methyl chloride x x
Methyl furan x x
NAT x x x
Nicotine in smoke x x x x x x
Nitrogen oxides x x x x
NNK x x x x
NNN x x x x
pH x x x x
Phenol x x
Propionaldehyde x x
Tar in smoke x x x x
Toluene x x x

Types of tobacco
Band cast recon x x
Bright x x
Burley x x x x
Dark recon x x
Expanded stems x x x
Flue cured x x
Lamina x x
Light recon x x

Oriental x
Paper cast recon x x
Processed stems x x
Puffed tobacco/expanded x x x x x
Reconstituted tobacco x x x x x
Rolled stems x x
Stem x x x x x
Turkish x x x

Chemicals, flavourings and additives
Alkaloids x x x
Amino nitrogen x x
Ammonia x x x x x x
Ammonia nitrogen x x
Anatabine x x
β-D-glucose x
B-methylvaleric x x
Calcium x x x
Chloride x x x x
Chlorogenic acid x x
Citric acid x x x x
Cocoa/theobromine x x x x x
Cotinine x x
Coumarin x x x x
Formic acid x x x x
Fructose x x x x x x
Glucose x x x x x x
Glycerine x x x x x x
Glycyrrhizen x x
Glycyrrhzic acid x x x
Iso-butyric acid (Volatile acid) x x
Iso-valeric (volatile acid) x x
Licorice x x x x
Magnesium x x x

Malic acid x x x x

Continued
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of Research and Development) sent a report to the President
and Chief Executive Officer38 detailing their comprehensive
analysis of Winston (RJR) and Marlboro (PM), Kent (Lorillard),
L&M (Liggett), Viceroy (B&W), and Kool (B&W) cigarettes,
including comparisons with American Tobacco’s brands (Silva
Thins, Pall Mall Filter, and Tareyton). The 199 measurements
for each brand included:
▸ tobacco types (6) (Turkish, Maryland, Burley, Bright, recon-

stituted tobacco and rolled stems)
▸ chemicals (48) in the tobacco blends
▸ chemicals (29) in the reconstituted tobacco
▸ flavourings (6) and additives
▸ humectants (3)
▸ physical parameters (38)
▸ smoke compounds (69)

The report also included a summary for each brand that com-
pared competitors’ products to each other and discussed how
findings from other products helped American Tobacco better
understand the impact of the ingredients in its own products.
The report concluded that the higher nicotine content in the

Marlboro reconstituted tobacco represented nicotine migration
from the rest of the tobacco blend because of the presence of
ammonia salts. (American Tobacco had previously found
increased nicotine in their own reconstituted tobacco blends.38)
By comparing products from multiple competitors (figure 1),
American Tobacco recognised the relationship between
ammonia salt content and nicotine level in reconstituted
tobacco, and learned that ammonia salt-induced nicotine migra-
tion from the rest of the tobacco blend results in higher nicotine
levels in reconstituted tobacco than without added ammonia.

Case Study 2: Liggett and Myers 1975 report on
Marlboro Light 85
This report39 contained data on the physical parameters of 12
brands: Marlboro and Marlboro Light (PM), Winston and
Winston Lights (RJR), Viceroy and Viceroy Milds and Kool and
Kool Milds (B&W), Kent and Kent Golden Lights (Lorillard),
and Pall Mall and Pall Mall extra mild (American Tobacco), and
discussed how the ventilated filter system Marlboro and several
competitors used impacted CO yields:

Table 2 Continued

Measurements American Tobacco B&W and BAT Liggett Lorillard RJ Reynolds PM
Number of reports 7 28 5 9 32 19
Dates (1937–1983) (1969–1997) (1974–1991) (1975–1998) (1962–1997) (1965–2001)

Maltose x x x x
Manganese x x
Menthol x x x x x x
Nicotine in tobacco x x x x x x
Nitrates x x x x x
Nornicotine x x
Oxalic acid x x x
Palmitic acid x x
Phosphate x x x
Phosphorous x x
Potassium x x x x
Propionic (volatile acid) x x
Protein nitrogen as NH3 x x
Pyrazine x x
Reducing sugars x x x x
Sodium x x x x
Sorbitol x x
Sucrose x x x x x x
Sugars x x x x x x
Sulfate x x
Total nitrogen x x x x
Total volatile acids as acetic x x x
Total volatile bases x x x

Total volatile bases as ammonia x x
Vanillin x x x
Vapour-phase analysis x x x
Urea x x
Water x x x x

Humectants
Glycerine x x x x x x
Propylene glycol) x x x x x x
Total humectants x x x
Triacetin x x x x
Triethylene glycol x x x

*For details of individual reports, see supplementary Excel file E-1.
BAT, British American Tobacco; NAT, N0-nitrosoanatabine; NNK, nicotine-derived nitrosamine ketone [4-(methylnitro-samino)-1-(3-pyridyl)-1-butanone]; NNN, N0-nitrosonornicotine;
PM, Philip Morris; RJR, RJ Reynolds; TEGD, triacetic and triethlyne glycol di-acetate (a component of cigarette filters).; TVB, total volatile bases.
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The filter [used by Marlboro] reduces all gas phase yields, which
the other approaches do not, and it reduces CO in particular,
which no other filter does. Thus, when, sooner or later, the CO
yield of cigarettes is officially monitored and published, the venti-
lated filters have the advantage of being low in CO as well as
‘tar’ and nicotine.39

This example reveals how reverse engineering allowed com-
panies to better prepare their products for potential changes in
tobacco legislation, such as a requirement to disclose brand CO
yields.

The report also found that Marlboro Lights 85 and Marlboro
85 contained much higher ammonia than the Liggett’s L&M 85
cigarettes39 (figure 2). A subsequent 1976 report by the same
Liggett scientist, Development of a Cigarette with An Increase
Smoke pH,40 suggested how this information may have been
used. After finding that Marlboro brands had much higher
ammonia levels, Liggett tested the pH level of its Lark brand
after restuffing it with tobacco treated with two different levels
of ammonia-based compounds and found that doing so
increased smoke pH of low-yield Larks.40 Adding ammonia
increases smoke pH and increases cigarettes’ nicotine delivery
and addictiveness.5

Case Study 3: Brown and Williamson 1992 analysis of seven
domestic Marlboro brands
PM’s Global Strategy Marlboro Product Technology41 compares
11 cigarette ingredients in Marlboro King Size—including gly-
cerine, cocoa, licorice, fructose, sucrose and glucose—to ingre-
dients in RJR’s Winston and B&W’s Richland/Viceroy, as well as
cigarettes sold in other countries (figure 3). B&W’s manager of
Project Planning in Research and Development distributed the
report to high-level managers and others at B&W and other
BAT subsidiaries around the world.41

The report noted that B&W was monitoring Marlboro over
time: ‘In this review we continue to assess the Marlboro tech-
nology in total and in the individual blend components. With
this knowledge, we have then weighted the various factors
which contribute to the distinctive Marlboro character.’41 It also
reports specific product differences between countries. For
example, ‘in markets such as Australia, Brazil and Argentina
where economic and financial issues could be impacted by the
use of reconstituted tobacco, PM has not introduced this tech-
nology.’41 This information was particularly useful to BAT’s
Brazil subsidiary Souza Cruz, because it informed them that PM
products in Brazil did not include reconstituted tobacco, but
rather used stem treated with ammonia, suggesting a way that
BAT could alter their products in Brazil.41

Case Study 4: 1986 Brown and Williamson key brands analysis
for reverse engineering
This report was distributed to 16 B&W employees, including
the director of the Product Development Department, and con-
tains data on tobacco blends used in the menthol and non-
menthol versions of Lorillard and RJR cigarettes, including the
amount of reconstituted, expanded tobacco, and stem by
brand.42 It also compares eight measurements (propylene
glycol, glycerine, cocoa, licorice, lactate sucrose, moisture and
water) of B&W products with Lorillard and RJR products,
including how information from previous reports had been used
to improve B&W products:

Thus, early in 1985 we already had a large body of analytical
data on key competition brands, and were using this information
in product development. Some of these advances were incorpo-
rated into improved versions of some key B&W brands in
mid-1985.42

Figure 1 Chemical breakdown of
reconstituted tobacco from selected
competitor products in an American
Tobacco 1970 report38 comparing
several of its brands with competitors’
brands. The highlighted section shows
the large differences in ammonia and
nicotine in Marlboro’s reconstituted
tobacco compared to competitors’
products. This information led
American Tobacco to hypothesise
that the use of ammonia salt in
reconstituted tobacco can cause
nicotine to migrate from the rest of
the blend.

Figure 2 This comparison of the
chemicals in the blends of brands from
Marlboro and Liggett and Myers in a
1975 Liggett report demonstrates that
Marlboro brands studied had more
than five times the percent of
ammonia as the Liggett brand39

(L&M).
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The report used the updated data to suggest nine changes to
make B&W Kool more like competitor brands (figure 4),
including changes to the tobacco (such as reconstituting all the
stem used and doubling the amount of expanded tobacco),
changes to the ingredients (such as using 25% less glycerine and
using 1% cocoa and 0.6% licorice), and changes to the physical
parameters (increasing ventilation).

Case Study 5: PM analysis of five new RJR products
A 2001 interoffice memo reviewed five new RJR products
(Winston S2, advertised as ‘quantum smooth’ and marketed in a
silver metallic pack, and four new exotic flavours, Camel
Turkish Jade, Camel Turkish Jade Light, Camel Mandarin Mint
and Camel Dark Mint) was distributed to 46 employees includ-
ing the vice president of Worldwide Scientific Affairs, and the
senior vice president of Research Design and Engineering.31

Forty measurements were provided for each brand, including
physical parameters, amount of expanded tobacco, reconstituted
tobacco, menthol and smoke constituents.

PM investigated its competitors’ marketing claims as new pro-
ducts were introduced. The same letter summarised analyses
done on the tobacco-specific nitrosamine (TSNA) levels of the
Star Scientific brand Gsmoke in response to claims by the
Starbrand’s CEO that the brand contained ‘approximately 24%
low-TSNA Star-cured tobacco’31 as of April, 2001. In contrast
with this claim, PM found that TSNA levels in Gsmoke smoke
in June 2001 were similar to February 2000.31 PM noted,

however, that the sample tested in June 2001 may not have
been recently produced, so additional samples of Gsmoke
would be analysed and reported as they became available.

Case Study 6: RJR’ analysis of competitor brands from four cities
This 1991 report, distributed to 43 employees, contained data
on 22 brands purchased monthly in Atlanta, Cleveland,
Richmond and Columbia, South Carolina in January–June
1990.43 It reported monthly mean and SDs for 18 physical and
13 measurements of chemicals in the cigarette, which allowed
RJR to compare changes in the products. The report concluded
RJR had an advantage over its competitors because its products
had less variation in physical parameters over time, but a disad-
vantage because RJR products had more nicotine variation than
its competitors’ brands.

DISCUSSION
The 100 documents dating back to 1937 establish that all the
major tobacco companies routinely reverse engineer their com-
petitors’ products on a by-brand basis. This information was dis-
tributed widely within each company, including among top
management, marketing, product development and research
departments around the world (table 1) and used to suggest
changes in the companies’ own products. This evidence contra-
dicts the companies’ claims that the ingredients in their products
are, in fact, ‘secret’ from each other and deserve to be protected
by trade secret law.

Ingredients information does not meet the legal definition
of trade secret
While there is no one definition of ‘trade secret,’ the general
rule from common law and codifications of the Uniform Trade
Secrets Act (UTSA, a model state law44 45) is that a trade secret
is any information that benefits a business commercially and is
kept secret.45–48 Before the UTSA, improper use or disclosure
of trade secrets were usually handled as common law torts, with
many courts adopting the definition of ‘trade secret’ in the
Restatement of Torts:

A trade secret may consist of any formula, pattern, device or
compilation of information which is used in one’s business, and
which gives him an opportunity to obtain an advantage over
competitors who do not know or use it. It may be a formula for

Figure 3 Ingredients in the tobacco
blends of Marlboro King Size across
eight countries, Europe and the USA,
with comparisons to RJ Reynolds’
brand Winston and B&W’s brand
Richland/Viceroy presented in a B&W
report on competitors’ brands across
markets.41

Figure 4 Changes that can be made to Brown & Williamson brand,
Kool, to improve it by making it like products made by Lorillard and RJ
Reynolds, from the 1985 Brown & Williamson report.42 ET, Expanded
Tobacco; F-C, Flue cured.
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a chemical compound, a process of manufacturing, treating or
preserving materials, a pattern for a machine or other device, or
a list of customers.47

As of May 2014, all but two states had adopted some version
of the UTSA45 that defines trade secret:

‘Trade secret’ means information, including a formula, pattern,
compilation, program, device, method, technique, or process,
that:

(i) derives independent economic value, actual or potential,
from not being generally known to, and not being readily
ascertainable by proper means by, other persons who can
obtain economic value from its disclosure or use, and

(ii) is the subject of efforts that are reasonable under the circum-
stances to maintain its secrecy.45 [emphasis added]

Matters of public or general knowledge in an industry are not
trade secrets, nor are matters that can be gleaned by examining
a product sold on the open market; rather, ‘a trade secret is
known only in the particular business in which it is used.’47

Courts determine whether business information deserves trade
secret protection on a case-by-case basis, typically considering:
1. The extent to which the information is known outside the

claimant’s business.
2. The extent to which it is known by employees and others

involved in the business.
3. The extent of measures taken by the claimant to guard the

secrecy of the information.
4. The value of the information to the business and its

competitors.
5. The amount of effort or money expended by the business in

developing the information.
6. The ease or difficulty with which the information could be

properly acquired or duplicated by others.47

Applying these criteria to the evidence presented in this paper
suggests that the companies are not entitled to trade secret pro-
tection for information about their cigarettes’ ingredients:
1. The ingredients information is widely known outside each

company’s business. (For example, Case Study 2 shows that
Liggett and Myers acquired detailed measurements on para-
meters and ingredients of PM, RJR, B&W, Lorillard and
American Tobacco products).

2. The information has been distributed to and known by hun-
dreds of employees in multiple domestic and international
departments at each company.

3. The companies did not, and could not, take measures to
guard the secrecy of information about their cigarettes’ phys-
ical parameters (such as length and circumference of cigar-
ette rods and filters) and basic ingredients information (such
as type of tobacco and other additives), since their cigarettes
were sold and available on the open market, and any con-
sumer (or company) could buy cigarettes produced by com-
petitors and legally measure these features.

4. Information that is widely known by every company within
a particular industry has little or no commercial value to any
one company. (For example, if every soft drink manufacturer
knew the Coke formula, that formula would no longer be
valuable to Coca Cola Company).

5. All the major tobacco companies have had the ability (some
since at least 1937) to routinely conduct reverse-engineering
activities, so these appear to be within the normal course of
business.

6. Information about the physical parameters of competitors’
cigarettes (such as length and circumference of cigarette rod

and filters) could be easily acquired by purchasing the cigar-
ettes and measuring these dimensions. Information about
ingredients and additives used in competitors’ cigarettes is
more difficult to obtain, but all major tobacco companies
routinely and properly acquire this information by purchas-
ing competitors’ cigarettes and subjecting them to simple
and complex analyses.
The US Supreme Court defined ‘reverse engineering’ as ‘start-

ing with the known product and working backward to divine
the process which aided in its manufacture’,49 and has consist-
ently held that products or ideas that have been placed on the
open market may be lawfully copied or reverse-engineered and
are not protected by trade secret laws.49 50 Indeed, in 1989, the
Court characterised reverse engineering as ‘an essential part of
innovation,’ likely to yield variations on the product that ‘could
lead to significant advances in technology’ and ‘the competitive
reality of reverse engineering may act as a spur to the
inventor.’50

The reports summarised in this paper demonstrate that
tobacco companies lawfully acquired each others’ products by
purchasing them on the open market and routinely reverse engi-
neered them. It is a well settled legal principle that a business is
not entitled to trade secret protection for information that is
widely known outside of that business.45 47

While our examples are from 1937 to 2001, it is reasonable
to assume that tobacco companies have continued their reverse
engineering activities as new products continue to appear in the
open market, and that the industry’s capacity to reverse engin-
eer is at least as good as in the past. Information about a par-
ticular tobacco company’s cigarette ingredients that was
acquired through reverse engineering is not secret, does not
confer commercial value to that company, and is not entitled to
trade secret protection.47 49 50

Implications for how the FDA (and similar authorities in
other states and countries) treats tobacco company
assertions of trade secret
The Family Smoking Prevention and Tobacco Control Act
(FSPTCA) gives the FDA authority over tobacco products, and
requires tobacco companies to submit ingredients information
when applying for approval of new products.7 Similar regula-
tions have been enacted in other countries.

FDA’s regulatory scheme requires manufacturers to submit
detailed information about tobacco product ingredients in several
circumstances. Within 2 months of FSPTCA enactment, all
tobacco product manufacturers were required to submit to FDA
information on all ingredients in their products, ‘including
tobacco, substances, compounds, and additives that are … added
by the manufacturer to the tobacco, paper, filter, or other part of
each tobacco product by brand and by quantity in each brand and
subbrand.’51 Manufacturers were also required to submit specific
nicotine information ‘measured in milligrams of nicotine.’52

Additionally, beginning 3 years after enactment of FSPTCA (by 22
June 2012), manufacturers must submit a listing of ‘all constitu-
ents, including smoke constituents’ that have been identified by
FDA as ‘harmful or potentially harmful to health … by brand and
by quantity in each brand and subbrand.’53 Manufacturers must
supplement these lists of ingredients by submitting research on the
‘health, toxicological, behavioural, or physiologic effects of
current or future tobacco products, their constituents (including
smoke constituents), ingredients, components, and additives’, and
research on ‘harmful and potentially harmful constituents, includ-
ing smoke constituents … in each tobacco product by brand and
by quantity in each brand and subbrand.’54 Tobacco companies
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must submit detailed information about the ingredients and smoke
constituents of the new product, and, for substantial equivalence
applications, of the predicate product.55 Manufacturers must also
submit detailed information to FDA if at any time they add a new
additive or increase the quantity of an existing tobacco additive to
an existing product.56

Likewise, the FCTC includes provisions regulating the con-
tents and emissions of tobacco products, requires that ingredi-
ents be disclosed,8 9 and encourages parties to go beyond these
minimum standards.57 The March 2014 revision to the EU
Tobacco Product Directive (TPD) includes compulsory reporting
of the ingredients used in tobacco products,10 including all
ingredients used in the manufacture of cigarettes and emission
levels, along with internal and external studies on market
research and preferences of consumers relating to ingredients
and emissions by brand name and type. The TPD requires that
this information be made publicly available. To enable member
states to protect trade secrets when making that information
publicly available, manufacturers must specify what they con-
sider trade secrets when they submit this ingredient informa-
tion.10 Our results suggest that EU member states should
carefully evaluate any such assertions of trade secrets since
much of the information the manufacturers’ submit may not, in
fact, be trade secrets.

US law requires FDA to disclose all or part of the ingredients
information submitted to it by manufacturers. The FSPTCA
explicitly requires FDA to publish a list that is ‘understandable

and not misleading to a lay person of harmful and potentially
harmful constituents, including smoke constituents, in each
tobacco product by brand and by quantity in each brand and
subbrand’ (Section 904(d)(1)).58 Moreover, to further FDA’s
public health mandate, FDA’s transparency policy and the US
Freedom of Information Act (FOIA) both underscore the
importance of disclosing information to the public if it is not
specifically exempted from disclosure by FOIA.14 59 However,
FDA has interpreted FOIA’s (b)(4) trade secret exemption so
broadly that it effectively makes public disclosure meaningless
(figure 5) and makes it impossible to determine the scientific
standards FDA used to make the substantial equivalence
determination.

Although we reviewed only 100 cigarette company reverse
engineering reports for this study, we found significant overlap
between the measurements FDA labelled as ‘trade secrets’ and
the measurements we found in the tobacco companies’ reverse
engineering reports. Lorillard’s substantial equivalence applica-
tion included 37 physical measurements FDA redacted based on
trade secret claims13; 24 of these 37 measurements, including
simple measurements such as cigarette length, cigarette weight,
circumference and filter weight, were determined routinely by
tobacco companies in the course of reverse engineering their
competitors’ products (table 2 and see online supplementary file
E-1). Since these measurements were regularly included in
reports from 1937 to 2001 and could be ascertained with tools
as simple as scales or rulers, they cannot be protected as trade

Figure 5 An example of
measurements redacted by Food and
Drug Administration (FDA) based on
Lorillard’s trade secret claims, acquired
through a Freedom of Information Act
(FOIA) request made to FDA on 8 July
201312 for documents concerning
Lorillard’s Substantial Equivalence
Submission on 12 October 2011 for
Newport Non-Menthol Gold Box
100s.13
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secrets. FDA also redacted 14 smoke constituent measures on
trade secret grounds, eight of which (nicotine, tar, carbon
monoxide, acrolein, formaldehyde, benzene, acetaldehyde and
N0-nitrosonornicotine [NNN]) appear in tobacco companies’
reverse engineering reports. These constituents have been rou-
tinely measured by manufacturers when examining competitors’
products, and have significant impacts on cigarette smoke
toxicity.

Information companies acquire through reverse engineering
their competitors’ products most likely reveals the same results
as information companies acquire by testing their own products.
While it may be argued that the tobacco manufacturers can
more accurately measure specific ingredients in their own pro-
ducts than their competitors’ products, they have acknowledged
that many measurements can be accurately taken for competitor
brands. In 2000, scientists from (competitors) B&W, Lorillard,
RJR and PM worked together to release a report to the
Massachusetts Department of Public Health containing the
amounts of 43 constituents in mainstream smoke and physical
measurements, filter type, ventilation, circumference, length,
paper permeability and tobacco weight.60 Combined with the
reverse engineering evidence in this paper, there is significant
evidence that the companies can measure a large number of
ingredients and physical parameters accurately in their own and
competitors’ brands. Moreover, FSPTCA requires any ingredi-
ents or constituents that are considered ‘harmful or potentially
harmful constituents’ by FDA to be quantified and disclosed
and, therefore, could not be characterised as ‘secret.’58

FDA’s obligation to disclose tobacco product ingredients
information that manufacturers submitted is firmly established.
While the Federal Food, Drug and Cosmetic Act prohibits
revealing trade secrets, it ‘does not authorise the withholding of
information from either House of Congress’61 or from any
member of the general public through a FOIA request.62 Upon
receiving a FOIA request, FDA is required to make the ‘fullest
possible disclosure’ consistent with ‘the need for the agency to
promote frank internal policy deliberations and to pursue its
regulatory activities without disruption’, as well as trade secret
protections.63 FOIA contains exemptions against disclosure of
trade secrets14; however, the Supreme Court has found these
exemptions to be permissive, not mandatory.64 Therefore, while
FOIA permits FDA and other agencies to withhold information
containing trade secrets, it does not require them to do so.

FOIA’s ‘(b)(4) exemption’ exempts disclosure of ‘trade secrets
and commercial or financial information obtained from a
person and privileged or confidential.’14 However, the burden is
on the person who claims trade secret protection to demonstrate
that the information should not be disclosed, not on FDA to
prove that the information may be disclosed. If FDA receives a
FOIA request for information that has been claimed to be a
trade secret, but it is uncertain about whether that information
is in fact protected, the regulations make clear that FDA must
make its own investigation to determine if the material should
be disclosed.65 An alleged trade secret owner waives any objec-
tion to FDA’s decision unless it files an action within 5 days of
FDA’s decision.66

An alleged trade secret owner may seek judicial review of
FDA’s decision to disclose in federal court under the
Administrative Procedure Act.67 68 In reviewing the agency’s
action, the court will examine the record developed by the
agency and will only overturn the agency’s actions if they were
‘arbitrary, capricious, an abuse of discretion, or otherwise not in
accordance with law.’64 69 This standard would be very difficult

to meet for a company seeking reversal of an FDA decision to
disclose information, and courts typically defer to an agency’s
decision. The Supreme Court has held that the basic objective
of FOIA is disclosure, and ‘Congress did not design the FOIA
exemptions to be mandatory bars to disclosure.’70

FDA (and similar regulatory authorities elsewhere) should dis-
close ingredients information submitted to it by tobacco com-
panies for three reasons: (1) the information does not constitute
trade secrets and, thus, is not entitled to trade secret protec-
tion45–48; (2) FDA is under no obligation to regard information
it receives as trade secrets merely because a company that
submits that information claims trade secret protection;71–73

(3) FDA should exercise its discretion under the law to disclose
records in the interest of protecting the public health.74 75

Limitations
The reverse engineering reports referenced in this paper are
limited to documents available in LTDL that the tobacco com-
panies produced as a result of litigation. At the time of our
search, LTDL included 14 million documents. The 100 reports
and 61 letters do not represent an exhaustive collection of all
relevant documents in the LTDL. Our analysis is necessarily
limited to these materials, but they are adequate to demonstrate
the extent and nature of reverse engineering activities. While
cigarettes have almost certainly changed since 2001 (the date of
the last report we analysed), manufacturers’ current capacity to
reverse engineer is at least as powerful as it was then.

Conclusion
Despite the fact that the tobacco companies have told regulators
that the ingredients in their products are valuable trade secrets76

and these agencies have acceded to these requests,13 77 the
reality is that these ingredients and the construction of tobacco
companies’ products are not secret from their competitors. The
actual ingredients and physical construction of current products
remain secret only from the public. The major tobacco compan-
ies routinely determine levels of ingredients in their competi-
tors’ products through reverse engineering. Since this
information is widely known outside of each company, it does
not pass the two-prong test for trade secret protection: the
information is neither commercially valuable nor secret.45 47

Making ingredient information available to the public and scien-
tific community would allow researchers to better understand
the relationships between the physical parameters of cigarettes,
their ingredients and the constituents in smoke. The manufac-
turers’ and FDA’s continued refusal to disclose by-brand ingredi-
ent information based on trade secret claims only serves to
prevent consumers from receiving information that directly
impacts their health.

What is already known on this subject

▸ The tobacco companies submit by-brand information on
their products to regulatory agencies, but these agencies
refuse to disclose this information based on the companies’
claims that they are protected trade secrets.

▸ While it has been generally understood that tobacco
companies have used reverse engineering to examine their
competitors’ products, the extent, frequency and detail level
of these efforts has not been evaluated previously.
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What this paper adds

▸ The major tobacco companies routinely, and with great
frequency, examined the ingredients, physical parameters,
and chemical composition of their competitors’ products on
a by-brand basis.

▸ This information was widely distributed to employees at all
levels of the major tobacco companies, domestically and
internationally.

▸ Because of the extensive analyses and wide distribution of
cigarette ingredient information among the major tobacco
companies, this information is neither secret nor
commercially valuable, and is not entitled to trade secret
protection.

▸ These findings have implications for public disclosure of
cigarette ingredients information by regulatory agencies.
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